TokenX — Internal Security Report

Ona BHYyTpeHHero ucrnosib30BaHus : ﬂOD,pO6HOCTI/I, PoC, TecTol M naTyun. 3aMeHUTe 3anoJyIHUTeNnmn <.

1. TexuuuyecKue MeTagaHHbIE

Repo: <repo url>

Commit before: <hash-before>

Commit after: <hash-after>

Compiler: Solidity 0.8.20, optimizer runs = 200

WHcTpyMeHThl: Slither vX, Mythril vY, Echidna vZ, Hardhat vX, Foundry vX
Test coverage: unit 96% (report: <link>), fuzz 5,000 inputs

2. Executive Summary

06bekT ayputa: ERC-20 TokenX. Llenb — npoBepuTb 6€30MacHOCTb QYHKLMI, OFpaHUYEHUE IMUCCHUI
Peswme: 0 Critical, 1 High (ucnpasneHo), 0 Medium, 2 Low/Informational (yuTteHo). KoHTpak

3. PeMTHHI HAaXOOOK (CBOJHO)

ID Ter Omnwucanue Crartyc Priority TKNX-HIGH-001 High Unlim-
ited Minting Fixed P1 TKNX-LOW-002 Low Redundant SafeMath
usage Recommended P3 INFO-001 Info Missing admin events
Recommended P4

4. IlogpodHBIE HAXOIKH
TKNX-HIGH-001 — Unlimited Minting Risk (Fixed)

Onucanue: mint() 6ena gocTynHa Bnagensuy 6e3 orpaHuvenuns MAX SUPPLY.
Impact: lMoTeHunanbHaa MHGNALMA U NOMHAA NOTEPS CTOUMOCTU TOKEHa.
PoC: Bnapeneu Bbi3biBaeT mint(attacker, very large amount).
Remediation (BHeceHO):
Oo6asneH MAX SUPPLY, 3ameHa ynpasneHus Ha AccessControl ¢ MINTER ROLE u npoBepkoW caf
solidity

uint256 public constant MAX SUPPLY = 1 000 000 * 10**18;
function mint(address to, uint256 amount) external onlyRole(MINTER ROLE) { require

PekoMeHpyeTcsa Bo3MoXHOCTb renounceRole (MINTER ROLE) wnu finishMinting() nocne initi
MpoBepouHble TecThl: test mint within cap, test mint exceeding cap reverts, fuzz asserti
TKNX-LOW-002 — Redundant SafeMath usage (Recommended)

Onucanue: Ucnonb3yetcs SafeMath B Solidity 0.8.x; nuwHMe BbI3OBbI.
Remediation: Ypanutb SafeMath, ncnonb3oBatbh BCTpOeHHYW NpoBepkKy; nobasutb gas benchmark



INFO-001 — Missing admin events

OnucaHue: HeT coObITUN ONS KKWYEBLIX AaAMUHUCTPATUBHBIX OEUCTBWUNA.
Remediation: [obaButb events: RoleGranted, RoleRevoked, FinishMinting, MinterRenounced

5. Patch / Diff (k/71r0ueBbIe H3MEHEHHSI)

Betka/PR: <branch/patch-name>
OcHoBHble n3MeHeHus: pobasneH MAX SUPPLY, BeepnéH AccessControl/MINTER ROLE, o6HoBReHbl T
MpuMep TecTa (Hardhat/Mocha):

js
it(“reverts when mint exceeds cap”, async function() { await ex-

pect(token.connect(minter).mint(user.address, MAX SUPPLY.add(1)))
.to.be.revertedWith(“TokenX: cap exceeded”);});

6. CI / Tests / Gas

CI: GitHub Actions — unit tests + Slither + gas-report.
Gas report: transfer/mint — uaMepeHo go u nocne; PR <link> copepxuT pe3ynbTaThl.

7. [JoKa3aTe/JIbCTBAa U BOCIIPOU3BOOUMOCTH

Commit before: <hash-before>

Commit after (post-fix): <hash-after>

Coverage report: <link>

Slither output: <link>

Artifacts: ABI, flattened.sol, deployment bytecode (B attachments)

8. PekoMeHaaIluM II0 IIpoieccamMm

Governance: MINTER ROLE + Timelock (48h) wnu multisig nocne distribution.
CI: Slither/MythX B pre-merge; nightly Echidna fuzz.
Bounty: pa3Mectutb Ha Immunefi/HackerOne.

9. Action Items

Merge PR <link> u co3patb penn3 v1.0.1 — Owner: Smart Contracts —
Deadline: <date>
BHegpuTb multisig u Timelock — Owner: DevOps — Deadline:

10. IIpunoxkeHus

Flattened contracts (post-fix), TecTt-noru, Slither/Mythril outputs, gas report.
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